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Rozprzestrzenianie rosyjskiej dezinformacji w ukrainskim polu informacyjnym

Abstract: The objective of this study is to identify and analyse the methods
of disinformation utilized by Russia to disseminate information in the Ukrain-
ian information field. The main tasks include defining the concept of disin-
formation and explaining its societal dangers, characterising Information-
Psychological Operations (IPSO) as a component of Russia’s disinformation
campaign against Ukraine and investigating the most prevalent elements
utilised by Russia in the dissemination of disinformation. This study is aimed
at the synthesis and combination of methods of monitoring, content analysis,
and comparative analysis.

The article selects publications that exhibit disinformation targeted at Ukrain-
ian society. Disinformation propagated by Russia is subsequently refuted by
either foreign or Ukrainian publications, including the “NotaEnota" organisa-
tion. The study reveals that Russian disinformation aims to propagate spe-
cific narratives and manipulate mass consciousness. Disinformation involves
intentionally creating misleading and manipulative content, often in the form
of artificially created fakes.

The information field of Ukraine has become the primary battleground for
Russia's hybrid warfare tactics, which include disinformation, propaganda,
and fakes. To effectively counter these tactics, society needs to develop criti-
cal thinking skills and media literacy to discern and evaluate information criti-
cally. Future research aims to delve deeper into the methods employed in
creating disinformation, their objectives, and potential strategies to prevent
or counteract their influence.

Keywords: disinformation, fake news, media literacy, information war, propa-
ganda, manipulation
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polu informacyjnym. Do gtéwnych zadan nalezy zdefiniowanie pojecia dez-
informacji i wyjasnienie jej spotecznych zagrozen, scharakteryzowanie Oper-
acji Informacyjno-Psychologicznych (IPSO) jako elementu rosyjskiej kampanii
dezinformacyjnej przeciwko Ukrainie oraz zbadanie najbardziej rozpowsze-
chnionych elementow wykorzystywanych przez Rosje w rozpowszechnianiu
dezinformacji. W artykule mamy synteze i pofaczenie metod monitoringu,
analizy tresci i analizy poréwnawczej.

W artykule wybrano publikacje prezentujace dezinformacje wymierzong w spo-
teczerstwo ukrainskie. Dezinformacje propagowane przez Rosje s nastepnie
obalane przez zagraniczne lub ukrainskie publikacje, w tym organizacje,NotaE-
nota” Z badania wynika, ze rosyjska dezinformacja ma na celu propagowanie
okreslonych narracji i manipulowanie masowa $wiadomoscia. Dezinformacja
polega na celowym tworzeniu wprowadzajacych w blad i manipulacyjnych
tresci, czesto w postaci sztucznie stworzonych podrobek.

Pole informacyjne Ukrainy stato sie gtéwnym polem bitwy rosyjskiej takty-
ki wojny hybrydowej, ktora obejmuje dezinformacje, propagande, podrébki.
Aby skutecznie przeciwdziata¢ tym taktykom, spoteczerstwo musi rozwina¢
umiejetnosci krytycznego myslenia i umiejetnosci korzystania z mediow, aby
mac krytycznie oceniac i rozroznia¢ informacje. Przyszte badania maja na celu
glebsze zgtebienie metod wykorzystywanych do tworzenia dezinformacji, ich
celéwi potencjalnych strategii zapobiegania lub przeciwdziatania ich wptywowi.
Stowa kluczowe: dezinformacja, fake news, umiejetnosc korzystaniaz medidw,
wojna informacyjna, propaganda, manipulacja

Introduction

Using propaganda, Russia wants to achieve the desired goals by pro-
moting its narratives in Ukrainian society and the media environment.
Until 24 February 2022, these channels of information transmission
were not only social networks or online media but also digital televi-
sion. After the full-scale invasion, President of Ukraine Volodymyr
Zelensky signed a decree enacting the decision of the National Secu-
rity and Defence Council to impose sanctions against MP Taras Ko-
zak from the Opposition Platform — For Life faction, who is accused
of promoting terrorism and cooperation with Russia, as well as eight
legal entities: 112 Ukraine, NewsOne, Zik, and regional broadcasters
of the 112 Ukraine channel'. After the start of Russia’s full-scale war
against Ukraine, disinformation has most often been spread through
groups in Telegram or Viber messengers or social networks such as
Facebook, TikTok, and Instagram?.

1 0.KomapoBa, BumkHynu «kaHanu Medgeddykay: nepwi nosicHeHHA ma peakuiii coumepexax, Pagio,
03 February 2021, https://www.radiosvoboda.org/a/kanaly-medvedchuk-sankciy-zelenskiy-tv-
112-zik-newsone-zaborona/31082909.html [3.02.2021].

2 A.PomaHIok, IHghopmayiliHi 8kudu pociticeko-ykpaiHcekoi gitiHu, PLICT, Hota€HoTa 2022.
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In the article Ukraine and the beginning of a non-linear war, Mi-
chael Weiss and Peter Pomerantsev argue that “In Russia and eastern
Ukraine, where Russian television is popular, Kremlin political tech-
nologists have managed to create a parallel reality in which ‘fascists’
have seized power in Kyiv, ethnic Russians in eastern Ukraine are in
mortal danger, and the CIA is at war with Moscow™.

The relevance of the topic lies in the need to study the spread of
Russian disinformation in the Ukrainian information field and the
scientific understanding of the strategies, methods, and tools used
by Russian propagandists to spread disinformation in Ukraine. As the
researcher Alyona Romanyuk notes, “The goals of the Russian IPSO
are aimed at providing their troops with optimal conditions for tak-
ing control of Ukrainian territories, that is, doing everything so that
the Ukrainians stop resisting the Russian invaders™. These operations
are based on fakes, disinformation, propaganda narratives, etc. In the
study, we will consider in detail the phenomena of IPSO and informa-
tion injection, which carry great danger.

What is disinformation and why is it dangerous

® The information field is an evolving and dynamic ecosystem that
is constantly developing. It is a collection of information that is con-
tinuously updated and used by individuals, media, organisations, gov-
ernments, or institutions funded by a particular state. Some objects
broadcast their messages on digital media platforms, social networks,
messengers, websites, television, and other communication channels.
This information is not always true and accurate. Often, these communi-
cation channels are intended to spread false or misleading information.

In the Ukrainian information field, Russian disinformation and
propaganda campaigns are often aimed at exploiting weaknesses in
human consciousness® and social structures. They use certain tactics

3 T1. MomapaHues, YkpaiHa i noyamok «HeniHitiHoi 8iliHu», “Kputuka" 2015, vol. 1-2, no. 207-208,
pp. 14-23.

4 A. PomaHIoK, IHhopmayiliHi 8kudu pociliceKo-yKpaiHCbKol BitiHU. ..

5 I.WvorpiH, «fidepHa sitiHa npomu po3ymy»: ak pociliceka de3iHpopmayis i nponaeaqda die npomu
Ykpaitu, HATO i 3axody? Padio C80600a, 15 July 2021, https://www.radiosvoboda.org/a/protydiya-
rosiys'kiy-propahandi-dezinformatsiyi/31357962.html [15.07.2021].
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to create misleading narratives, manipulate emotions, spread fabri-
cated pseudo “crimes” and strengthen existing® divisions in society.
These campaigns often use technical means such as the use of bots,
trolls, artificial intelligence, group chats in messengers, and fake ac-
counts to simulate’” support for a particular artificially created mes-
sage. The purpose of such Russian disinformation attacks is hybrid
warfare®. The information field is a certain dimension of the war that
Russia has been waging against Ukraine for several decades’. Bell-
ingcat investigators noted that “On February 23, on Russia’s military
holiday and two days after Russian president Vladimir Putin recog-
nized the independence of the self-proclaimed DNR and LNR, most
key Ukrainian government institutions had their websites attacked
in a presumed DDoS campaign. As of 16:30 Kyiv time, the websites
of the Ukrainian parliament, Ministry of Foreign Affairs, Council of
Ministers, (including all individual ministerial sites), and the Security
Service of Ukraine, were all unreachable (the website of the Council of
Ministers was brought back online at approximately 17:10 local time;
most other sites came online within two hours of the attack). One web-
site that was not affected by the attack as of this time was the site of
the Office of the President of Ukraine”. In this way, Russian hackers
wanted to sow panic among the population of Ukraine, spread false
information, including an A.I. generated video in which President Vo-
lodymyr Zelensky called for surrender, and also paralyze the work of
state institutions'. Another goal of such hacker attacks was to create
a certain informational vacuum; “an informational vacuum is an arti-
ficially created state of total or partial lack of information in a certain

6  https://www.state.gov/fact-vs-fiction-russian-disinformation-on-ukraine/.

http://politicus.od.ua/5_2022/11.pdf.

8  B. Micbkuin, lnymaruHa, po3bpam, mawinynauii. Ak desiHgopmayis ennueae Ha gitiHy 8 Ykpaii
ma Ha iHwi pezioHu, QeTekTop Mefia, 08 March 2023, https://detector.media/infospace/
article/208708/2023-03-08-plutanyna-rozbrat-manipulyatsii-yak-dezinformatsiya-vplyvaie-na-
viynu-v-ukraini-ta-na-inshi-regiony/ [8.03.2023].

9 IHgopmayiliHe nose - ye sumip sitiHu. YKpaiHi eapmo akmusHitue 6umuca Ha ybomy nosi 6010,
- aHanituk ISW, Texty.org.ua, 18 September 2022, https://texty.org.ua/fragments/107269/infor-
macijne-pole-ce-vymir-vijny-ukrayini-varto-aktyvnishe-bytysya-na-comu-poli-boyu-analityk-
isw/ [18.07.2022].

10 Attack on Ukrainian government websites linked to GRU hackers - bellingcat, b.d., bellingcat,
https://www.bellingcat.com/news/2022/02/23/attack-on-ukrainian-government-websites-linked-
to-russian-gru-hackers/ [b.d.].

11 A. PomaHIokK, IHghopmayiliHi 8kudu pocilicbko-yKpaiHCbKoi iliHU. ..
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field, on a certain territory, or about certain events”?. An information
vacuum is very dangerous because the lack of official information as
well as increased public interest in the topic, creates a need to search
for information. At that time, Russians began to spread fake informa-
tion. According to researcher Alyona Romaniuk, “To create informa-
tional chaos, the occupiers not only created new fakes using current
news stories but also spread nonsense from several years ago. For ex-
ample, a fake that a virus downloaded under the guise of updating in-
stant messengers hacks the phone. This message was sent and resent
by representatives of various departments and institutions since the
beginning of this piece of news is disguised in official style™.

The information field in Ukraine and in the world is characterised
by its interconnected nature. Disinformation and propaganda spread
rapidly across platforms and communities, most often through viral
messages. Grigory Pocheptsov notes: “The information space is filled
naturally and artificially. We will consider ‘natural’ to be the actions of
individuals, artificial — the actions of organisations that, with stronger
capabilities, can drown out any individual information interventions,
while repeatedly strengthening their own. However, when organisa-
tions spread fakes, they model their actions as individuals™*.

However, Russia’s disinformation campaign and its propaganda
still resonate online. According to a 2020 USAID-Internews survey
on news consumption by recipients, social networks come first. They
provide an overwhelming majority of 62% of respondents. In second
place is television (52%), and in third place are news sites. Social net-
works were in the first place because information spreads very quickly.
In general, through Facebook, YouTube, Viber, and Telegram, a large
share of all fake news and propaganda is spread and, as a result, the
population is manipulated®.

12 I.Migonpuropa, YMosu ma YuHHUKU 81Uy HG OP2aHI3auito iIHPOPMAyitiHo-NpoNazaHOUCMCbKo20
3a6e3neydeHHs ilicbKo80-MOPAIbHUX CL 36pOUHUX cun YkpaiHu y 2014 poui,"BilicbkoBO-HayKoBIIA
BiCHUK" 2018, vol. 29, pp. 216-229, https://doi.org/10.33577/2313-5603.29.2018.216-229.

13 A. PomaHIoK, IHhopmayiliHi 8kudu pociliceKo-yKpaiHCbKoi iliHU. ..

14 AkiHpopmauia 3aminioe Ham misku, AYTI, 6.4., https://www.aup.com.ua/yak-informaciya-zaminy-
uie-nam-mizki/ [6.4.].

15 https://internews.in.ua/wp-content/uploads/2020/10/2020-Media-Consumption-Survey-FULL-
FIN-Ukr-1.pdf.
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The concept of manipulative propaganda is considered by Vasyl
Lyzanchuk in his textbook Information security of Ukraine: Theory
and practice. The scientist notes that hostile manipulation is a type
of spiritual, psychological impact that requires considerable skill and
knowledge. The ideological machine uses the mental structures of the
human personality and uses special formats of manipulative propagan-
da such as the “rotten herring” method, that is, the media pick up false
accusations that are aimed at causing wide public discussion'. Such
false accusations were spread by the Russian authorities stating that

fascists seized power in Ukraine and the state was ruled by a junta'”*%.

2 IPSO as part of a disinformation campaign
® One of the methods of spreading Russian disinformation is IPSO
— information and psychological operation. These are certain planned
actions to transmit specific information, the purpose of which is to
influence emotions, actions, and critical thinking®. As a result — they
impact each individual, and on certain organisations or even power
structures. This is one type of military campaign. Such operations
can be conducted at several levels at once such as tactical, strategic,
and operational. IPSO usually precedes a full-scale military invasion
or armed confrontation. Researcher of information security and Rus-
sian propaganda Ben Nimo identified 4 main components of disin-
formation campaigns — dismiss, distract, distort, dismay. First of all,
Russian propagandists try to deny the truth and facts (dismiss). They
also distract attention and accuse (distract), distort facts (distort), in-
timidate, and cause panic and anxiety (dismay)*.

Most often, IPSO is launched in such a way that it can be further
distributed through ordinary Internet users or television viewers to

16 B.Jnsanuyk, IHgpopmauitiHa 6e3neka YkpaiHu: meopis i npakmuka, J1bBig 2017.

17 XyHma, nmaxu 3 gipycamu i Ykpaia JleHiHa: cnpocmosyemo mipu pociticekoi nponazarou,
XpucmusHu ons YkpaiHu, 6.8., https://c4u.org.ua/hunta-ptahy-z-virusamy-i-ukrayina-lenina-
sprostovuyemo-mify-rosijskoyi-propagandy/ [6.5.].

18 T1. MomapaHueB, YkpaiHa i noyamok «HeniHiliHoi 8iliHU», “KpuTika” 2015, vol. 1-2, no. 207-208,
pp. 14-23.

19 Lo make IMCO, yomy saxnueo ye 3Hamu i Aki onepauii 3apas nposodums Pocis npomu Ykpaitu,
YkpaiHcbkuit TuxaeHb, 6.4., https://tyzhden.ua/shcho-take-ipso-chomu-vazhlyvo-tse-znaty-i-
iaki-operatsii-zaraz-provodyt-rosiia-proty-ukrainy/ [6.4.].

20 A. PomaHIoK, IHchopmayiliHi 8kudu pocilicbko-yKpaiHCbKoi BiliHU. ..

Rocznik Instytutu Europy Srodkowo-Wschodniej » 21 (2023) s Zeszyt 2



The spread of Russian disinformation within the UKrainian information field

203

other people. Artificially launched information goes viral. That is, it
represents certain information, data, facts, or details that are skilfully
transformed into an emotional code which, in turn, causes a certain
emotional reaction, message, or stimulus to appeal as well as moti-
vation?.

An example of artificially launched information that caused strong
emotions among the population can be seen in a video with Marina
Ovsyannikova®?, who appeared on Russian television on 14 March
2022, with a poster in support of Ukraine. This video was created spe-
cifically to distract attention from the shooting of a civilian resident
of Zhytomyr region by a Russian tank, the introduction of another
number of sanctions against Russia as well as intensive missile attacks
on Ukraine’s civilian infrastructure. The video with Ovsyannikova
instantly spread on social networks and got into foreign media. This
is exactly what Russian propagandists were counting on because the
main attention was attracted to the English words “No war’, written
on the poster held by Ovsyannikova. Thus, a logical question arises
— Who is the inscription on the poster designed for? In addition, it is
very difficult to break into the studio where the news is recorded, be-
cause there is security at the entrance, and the doors are usually closed.

It is unfortunate that with the destruction of Ukrainian cities by
Russian missiles, the killing of civilians, and the horrors perpetrated
by the Russian army in Ukraine, this production is being discussed
on social media?®. This manipulation had other implications. It is still
actively used to promote the narrative of “good Russians’, of Putin’s
exclusive guilt rather than the collective guilt of Russians, and of Rus-
sians as “the same” victims of Putin’s regime as Ukrainians.

21 M. Kiua, Qelikosa iHghopmayis 8 yKpaiHCbKux coyianbHux media: NOHAMMs, 8uou, 8nJiuU8 Ha
ayoumopito, “Haykosi 3anncku. YkpaiHcbka akagemia spykapctsa. CoLianbHi KomyHikauii’ 2016,
vol. 1, no. 52, pp. 281-287.

22 Poccis. lNepwuli kaHan, Mapira OecsHHikosa Hem eoliHe! (2022), Odesa Film Studio. HosocTi
Ykpaihn, Video, YouTube, 14 March 2022, https://www.youtube.com/watch?v=U2aW2lkkimg
[14.03.2022].

23 Adesu bynuyci8 pokia? He 8ciykpaikui nogipunu y uwjupicme aHmugoeHHo20 nepghomeHcy Ha pocTB
peakuyia coymepex, Telehraf, 6.4, https://telegraf.com.ua/ukr/novosti-rossii/2022-03-14/5699400-
a-gde-byla-vse-8-let-ne-vse-ukraintsy-poverili-v-iskrennosti-antivoennogo-performansa-na-
rostv-reaktsiya-sotssetey [6.4.].
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Social media as a source of disinformation spread

® There are several markers that the Russian disinformation cam-
paign uses in the information field of Ukraine to create propaganda
narratives, spread panic, or destabilize the political situation in the
country*®. One of these is the so-called anonymous authority®. “The
favourite propaganda method for misleading the audience is anony-
mous authority. It is actively used in both social and mass media. The
authority is never named and pronouns are often used instead. In some
cases, documents, expert assessments, reports, witnesses, or other ma-
terials can be quoted for greater persuasion™®. This is a well-known
propaganda technique that misleads the audience, used in social net-
works and media. In such cases, the name of the authority is not in-
dicated or some pronoun or occupation is indicated in the messages.
The report may include quotes from documents, reports, or even wit-
ness testimony. One such example was the spread of a message that
the Security Service of Ukraine informed that at 4 am on 6 June 2022,
an offensive in Ukraine would allegedly begin from the territory of
Belarus. A similar report, however, was that enemy missile strikes on
certain targets were expected within 24 hours. This was followed by
a list of cities and even buildings®.

Such information has two goals, firstly to provoke Ukraine to trans-
fer a significant part of the army and, secondly, to sow panic among
Ukrainian society. It is the spread of panic that is a large part of hos-
tile information and psychological special operations®. If the news is

24 flk ona pociticokoi nponazaHou gukopucmosytoms 3axioHi 3MI — docnioxerHs, Pagio CBobopa,
lonoc Amepukn, 07 September 2021, https://www.radiosvoboda.org/a/rosija-propahanda-zahid-
zmi/31447851.html [7.09.2021].

25 LleHmp npomuodii desiHgopmauii npu PHBO noscHIOE, Wo make «aHOHIMHUU asmopumems,
TenekaHan |-UA.tv, 6.4., https://i-ua.tv/news/47034-tsentr-protydii-dezinformatsii-pry-rnbo-
poiasniuie-shcho-take-anonimnyi-avtorytet [6.4.].

26 Ibid.

27 Bopoz nocunmioe iHhopmayitiHuli mepopusm, LieHmp npomudii desiHgpopmauii | FonosHa cTopiHKa,
6.0., https://cpd.gov.ua/warnin/czpd_zasterigaye-vorog-aktyvuvav-sms-ro/ [6.4.].

28 Bopoz pobumes iHpopmayiliHi 8kudu npo Hibumo nnaHu amakysamu YkpaiHy 3 nigHoui,
IHgopmayitiHe azenmcmao Informatsiine ahentstvo Armiialnform Apmisinform, 6.a., http://ar-
myinform.com.ua/2022/11/26/vorog-robyt-informaczijni-vkydy-pro-niby-to-plany-atakuvaty-
ukrayinu-z-pivnochi/ [6.5.].
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structured in such a way that it evokes a strong emotion in the audi-
ence, this is a key sign of a disinformation fake®.

Elements of Russian disinformation spread

® Photos “from the scene” are also part of a disinformation cam-
paign. They need to be verified through the available resources because
even their presence does not indicate authenticity or that these photos
reflect the real picture. For example, during a blackout in Kyiv in the
fall of 2022, users of various messenger and social networks distributed
photos of a de-energized Kyiv by Vitaliy Rubtsov. As it turned out, the
photo does not show power outages; it was made in May 2019, that
is, three years before the full-scale war. Media literacy trainers from
the project “Learn to discern: Infomedia literacy in education” explain
that such photos can discredit Ukraine and lead to doubts about state-
ments regarding the situation in the country. After all, although the
published photo emotionally and vividly illustrates the unprecedent-
ed situation that has developed in the capital of Ukraine as a result
of Russian aggression, this photo has nothing to do with the current
situation. Information about photos can easily be found by using the
reverse photo search on Google. Thus, it can be assumed that the out-
ages are as fake as the photo that illustrates them.

There was a similar situation with the distribution of photos about
the rescue of animals after the explosion at the Kakhovka hydroelectric
station and the flooding of the surrounding territories. “For the second
day, along with real videos and photos from Kherson region, dozens of
fake ones are being distributed, which are then used by propagandists
to say “it’s all invented’, “it’s all staged” We made for you a selection
of fake photos and videos posing as frames from the Kherson region.
They have gained millions of reaches on various social networks.
They are distributed both by bots masquerading as Ukrainians and
by Ukrainians who do not verify the information and its source. Fake
news was spread even by the official pages of the Verkhovna Rada of

29 flk po3nisHamu ¢elik: 5 npakmuyHux kpokie, The Village Ukraina, 6.4., https://www.the-village.
com.ua/village/knowledge/mediahramotnist/338225-yak-rozpiznati-feyk-5-praktichnih-krokiv?
fbclid=IwARohCBGBiT8vaUN6T-IFkpmULopx46auzpa_44wkGhlJ7XcnQtTUoo3LVoU [6.4.].
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Ukraine, the Ministry of Internal Affairs, as well as several Ukrainian
and foreign media”®. The Russian television propagandist, Vladimir
Solovyov, had also taken advantage of this situation. He said that the
Kakhovka hydroelectric station was blown up by Ukrainians, and the
situation is not as critical as it is told®". In order to illustrate the events
taking place in the Kherson region, old photos from other places in
the world were used.

The Russians are trying to transfer the responsibility to someone
else. It is not the first time that Russian propagandists have resorted
to the so-called blurring of the information field. They used the same
method during the events of the MH17 crash (the Malaysian Boeing
that was shot down by a Russian BUK)*. As for the Kakhovka HPP,
fake explanations can be summarised as follows: “It was the Armed
Forces of Ukraine who fired at it”, “the dam is tired of the attacks of
the Armed Forces of Ukraine’, “this is profitable for Kyiv’*. These
manipulative topics are voiced by some foreign so-called journalists,
influencers, and so-called experts.

However, Mykola Kalinin, Chief Project Engineer (ISU) of the Uk-
rhydroproject Institute, refutes these Russian fakes; “The Kakhovka
HPP was designed and built to withstand a nuclear strike from the
outside. Therefore, any talk that it could somehow collapse itself has
no basis. This is excluded. It was supposed to be several explosions
that were carried out simultaneously. Most likely, the dam itself was
mined, just in those spans that were opened, and, perhaps, a little fur-
ther. Plus, the hydroelectric building itself was mined, where hydraulic
units were installed to generate electricity. Let’s pay attention — mined
from the inside”*. In addition to the above-mentioned methods of

30 https://www.facebook.com/notaenotai/posts/pfbidoig6ghtDeReAwsKNiSgSa6aVhoXJRi3P6H-
VoFpxJYbToWzCsiK6unXbkGouaRnyrwl.

31 Tineku nocnyxatime! COJIOBYIOB siopeazysas Ha MMIJJPYB Kaxoscwkoi [EC, 24 KaHan, Video You-
Tube, 07 June 2023, https://www.youtube.com/watch?v=s5iypkfaykk [7.06.2023].

32 Pocis nowuptoe YACIIEHHI «sepcii» npo niopue Kaxoscwkoi TEC, TCH, Video, YouTube, 07 June 2023,
https://www.youtube.com/watch?v=aNqeQ6Nhkxs [7.06.2023].

33 Ibid.

34 A. Tapacum, Kaxosceka EC byna posHaxosaHa sumpumamu sdepHuli yoap. Hi npo saky i
camopylHayito He moxe 6ymu moeu, Texty.org.ua, 07 June 2023, https://texty.org.ua/frag-
ments/109840/kahovska-ges-bula-rozrahovana-vytrymaty-yadernyj-udar-ni-pro-yaku-yi-
yi-samorujnaciyu-ne-mozhe-buty-j-movy/?fbclid=IwAR2PHu6AsD12Cjp6U30u3gS26Pd
hICmtaYrfMHzuGoiVPnuBwYQgpNrCAJg [7.06.2023].
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manipulation, Russian propagandists use such methods as references
to the authorities and reflection®.

Society always trusts more information disseminated by an au-
thoritative source®. Thus, the message becomes more important and
widespread. That is why the propagandists resort to references to au-
thority. It can be any politician, famous person, astrologer, or so-called
“famous expert’, that is, promoted pseudo-experts (authors that ma-
nipulate large audiences by causing strong emotions with their pub-
lications or speeches are called pseudo-experts®). Authorities can
be false and genuine. False authorities are easier to identify because,
when checking the information, you can find out that the person has
nothing to do with the topic they are commenting on. The situation
with real experts is more complicated.

The Russian TV channel Rossiya 24 spread information that the
United States acknowledged the existence of its bio laboratories on
the territory of Ukraine. The main argument was the speeches by Vic-
toria Nuland, the US Deputy Secretary of State, who, when asked by
US Senator Marco Rubio about bio laboratories in Ukraine, replied
that there are laboratories in Ukraine whose materials can become
dangerous in the hands of the Russian aggressor. Russian propagan-
dists took her words out of context and presented the information as
confirmation of the information.

For Russian propaganda, some tactics are used, in particular, to dis-
tract attention — to reflect®. Propagandists make the same accusations
against Ukraine or any other country as they make against Russia. That
is, they reflect the actions of the opponent. At the same time, Russian

35 flk pocilicbka npondzaHoa 8UKOPUCMOBYE MAKMUKY anesiosaHHa 0o asmopumemy #DisinfoChro-
nicle. Kpemnigcoka desiHopmayis w000 siticbkosozo Hacmyny Ha YkpaiHy, lletektop megia, 6.4.,
https:/disinfo.detector.media/post/yak-rosiiska-propahanda-vykorystovuie-taktyku-apeliu-
vannia-do-avtorytetu [6.4.].

36 Ibid.

37 Cnyxatime. Jymaiime, [pomadceke padio, 6.4., https://hromadske.radio/podcasts/myslennia-ba-
zova-funktsiia/1061895 [6.4.].

38 Takmuku: Al pociliceka nponazaxHda 3acmocosye MAkmuKu «8iopusaHHs 8i0 KoHmekcmy», #Dis-
infoChronicle. Kpemniscoka desiHpopmauia wo0o eilicekosozo Hacmyny Ha YkpaiHy, [letektop
mepia, 6.4, https://disinfo.detector.media/post/yak-rosiiska-propahanda-zastosovuie-taktyku-
vidryvannia-vid-kontekstu [6.4.].

Rocznik Instytutu Europy Srodkowo-Wschadniej » 21 (2023) » Zeszyt 2



208

Nataliia Voitovych, Liliya Imbirovska-SyvaKivska

media use both real and fictitious reasons for the accusations®. Rus-
sian propagandists claim that the prosecutor has already committed
exactly the offence of which Russia is now accused.

Conclusions

The purpose of Russian disinformation in the Ukrainian information
field is mass propaganda and dissemination of the narratives they
need. As G. Pocheptsov notes, “Propaganda works with mass con-
sciousness, holding there one point of view, which is realised in a set
of metanarratives. Metanarratives reside in the virtual space, and
specific narratives are generated in the information space. This is all
new and new detailing of the metanarrative, which reinforces its im-
pact, as it is confirmed again and again, but by different material. The
greater the repetition, the more its truth is confirmed for the mass
consciousness™. Disinformation is intentionally created information
with manipulative and often misleading content. In our research, we
have demonstrated several artificially created fakes that manipulate
reality and facts in order to cause harm.

Even before 24 February 2022, before the full-scale invasion of Rus-
sian troops into Ukraine, the Ukrainian information field had been
regularly targeted with aggressive disinformation and propaganda
campaigns by Russia. The Russians tried to plant misleading narra-
tives within Ukrainian society, spread false information, and tried to
manipulate the emotions of Ukrainians, all using social media and
other means of communication. It was fairly common to observe such
campaigns in social networks, where bots, trolls, artificial intelligence,
fake accounts, and group chats were used to simulate the support of
false messages.

It is the information field of Ukraine that has become the first
springboard for Russia’s hybrid war against the Ukrainian people. Us-

39 Hosomoaa: Ak Pocis po3mueae peasbHicms 3a 00nomMo20k0 HOBOMOBU: «cuosi ii» #DisinfoChro-
nicle. Kpemnigcbka de3iHgpopmauis ujodo siticokoso Hacmyny Ha Ykpaity, Netektop mepia, 6.4,
https://disinfo.detector.media/post/yak-rosiia-rozmyvaie-realnist-za-dopomohoiu-novomovy-
sylovi-dii [6.n.].

40 [ponazaHoa sK KOMyHiKamueHa 8iliHa i3 c8oim 8nacHum Hapodom, AT, 6.4., https://www.aup.
com.ua/propaganda-yak-komunikativna-viyna-iz/ [6.5.].
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ing a variety of methods such as disinformation, propaganda, fakes,
sabotage, phishing, and cyberattacks, the enemy was able to prepare
for a full-scale war.

To effectively confront this in the information world, in particular
Russian fakes, manipulations, propaganda, and disinformation, soci-
ety must learn to perceive information critically and have [greater]
media literacy skills.

In future research, we plan to further demonstrate the methods
that are used to create disinformation, what their purpose is, and how
to prevent or counteract them.
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